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Cranpaprsl International Electrotechnical Commission

« I[EC 62210 «Initial Report from IEC TC 57 ad-hoc WG06 on Data and Communication
Security»

« IEC 61784-4 «Digital data communications for measurement and control — Profiles for secure
communications in industrial networks»

« IEC 62443 «Security for industrial process measurement and control — Network and system
security»

« [EC 62351 «Data and Communication Security»

© Cisco n(um) ee adpumiposanubie mina, 2014 r. Bee mpasa 3ammieHs!. 4



Cranmapr IEC 62351

« I[EC 62351 «Data and Communication Security»
IEC 62351-1: Data and Communication Security — Introduction
IEC 62351-2: Data and Communication Security — Glossary of Terms
IEC 62351-3: Data and Communication Security — Profiles Including TCP/IP
[EC 62351-4: Data and Communication Security — Profiles Including MMS

IEC 62351-5: Data and Communication Security — Security for IEC 60870-5 and Derivatives (i.e. DNP 3.0)
IEC 62351-6: Data and Communication Security — Security for IEC 61850 Profiles

IEC 62351-7: Data and Communication Security — Security Through Network and System Management

© Cisco n(nm) ee ap pumposanusie mna, 2014 r. Bee mpaBa 3alMINEHEI. 5



Cas3b crangaproB 1EC o PCN ¢ IEC62351

IEC 62351 Part 1: Introduction

IEC 62351 Part 2: Glossary

I IEC 60870-6 TASE.2 I » | IEC 62351 Part 3: Profiles Including TCP/IP

I IEC 61850 over MMS I IEC 62351 Part 4: Profiles Including MMS

IEC 61850 GOOSE, GSE, SMV
I I IEC 62351 Part 5: IEC 60870-5 & Derivatives

juswabeue ylom}anN
10} sgIIN -L¥ed LSEZ9 D3I

I IEC 60870-5-104 & DNP3 I

IEC 62351 Part 6: IEC 61850

I IEC 60870-5-101 & Serial DNP I

IEC 62351 Part 8: Role-Based Access Control (RBAC)

© Cisco n(nm) ee ap pumposanusie mna, 2014 r. Bee mpaBa 3alMINEHEI. 6




Jlpyrve craHaapTsl 4y SHEPreTUKH

 IIpoekt ISO 27009. Information security management guidelines for process control systems
used in the energy utility industry on the basis of ISO/IEC 27002

« Advanced Metering Infrastructure(AMI) System Security Requirements

 Security Profile for Advanced Metering Infrastructure

© Cisco n(nm) ee ap pumposanusie mna, 2014 r. Bee mpaBa 3alMINEHEI. 7



Cranmaprel IEEE

« IEEE 1402 «IEEE Guide for Electric Power Substation Physical and Electronic Security»

« IEEE 1686-2007, IEEE Standard for Substation Intelligent Electronic Devices (IED) Cyber
Security Capabilities

« IEEE P1711 - Trial Use Standard for a Cryptographic Protocol for Cyber Security of
Substation Serial Links

© Cisco n(nm) ee ap pumposanusie mna, 2014 r. Bee mpaBa 3alMINEHEI. 8



Crangaprel NIST

« NIST SP800-82 «Guide to Industrial Control Systems (ICS) Security»

« NIST SP800-53 «Security and Privacy Controls for Federal Information Systems and
Organizations»

« NISTIR 7628 Guidelines for Smart Grid Cyber Security
« NIST PCSRF Security Capabilities Profile for Industrial Control Systems

© Cisco n(um) ee adpumiposanubie mina, 2014 r. Bee mpasa 3ammieHs!.
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Jlpyrve craHmapThl

FERC Security Standards for Electric Market Participants e ———
Security Guidelines for the Natural Gas Industry ‘ -

Cisco SAFE for PCN

GB/T 22239-2008 “Baseline for classified protection of
information system security”

China National Information Technology Standardization

National ICS Security Standard

Qatar National Information Assurance

ictos?

© Cisco n(um) ee ad pumiposanHbie mina, 2014 r. Bee mpapa 3anpmens!. 10



exoMeHmarmm ENISA

Resilient e-Communications Networks

*
* "
* *
, enisa
European Network
x and Information
* Security Agency

Smart Grid Security X x
x *
k f h * eni
Cooperative Models for Effective Public Private Partners! Network Security Information Exchanges
Good Practice G x enisa

® @ Good Practice Guide

* European Network
x % _and Information
% *  Security Agency

*
*’&
*

x
, enisa

* European Nety
* # and Information
X % Security Agency A

Recommendations for Europe and Member States

[Deliverable — 2012-07-01]
Protecting Industrial Control Systems

Recommendations for Europe and Member States

- [Deliverable — 2011-12-09]

© Cisco u(um) ee adp pumiposannsie mia, 2014 r. Bee mpasa 3auiyiueHs. 11




Jlyuimme mpakrtuka DHS

Recommended Practices Guide For Securing

ZigBee Wireless Networks in Process Control Recommended Practice for Securing
System Environments
Drat Control System Modems
April 2007
Author
o January 2008

g, Homeland

ty

Homeland
3 Security

National Cyber Security Division

Control Systems Control Systems ‘ ’

Security Program d Security Program

Fe®

© Cisco n(nm) ee ap pumposanusie mna, 2014 r. Bee mpaBa 3alMINEHEI. 12




GOOD PRACTICE GUIDE GOOD PRACTICE GUIDE
PROCESS CONTROL AND SCADA SECURITY PROCESS CONTROL AND SCADA SECURITY
GUIDE 1. UNDERSTAND THE BUSINESS RISK GUIDE 2. IMPLEMENT SECURE ARCHITECTURE

CPNI CPNI

© Cisco n(nm) ee ap pumposanusie mna, 2014 r. Bee mpaBa 3alMINEHEI. 13







MunOnepro CIIIA mmpoBOIiIO COOTBETCTBYIONLYIO PadOTy

SANDIA REPORT
SAND2007-7019

Unlimited Release
November 2007

Control Systems Security Standards

Accomplishments & Impacts

Ronald Halbgewachs

a Lockheed Martin Company, for o
Natonal Nuclear Secursy Admnis!

Approved for pubic reluase.

() sandia National Laboratories

© Cisco n(um) ee adpumiposanubie mina, 2014 r. Bee mpasa 3ammieHs!.
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A Summary of Control System
Security Standards Activities
in the Energy Sector

October 2005

Department

National
SCADA
Test Bed

INL/EXT-05-00656
Revision 0

B

A Comparison of Cross-Sector
Cyber Security Standards

September 9, 2005
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Moxet Obith NIST SP800-827

« O0mum pykoBojcTtBom no 3amure ACY TII u BeiOOpy
HEOOXOIMMOTO CTaHAapTa 0 HEJTABHETO BPEMEHHU NIST
ABJSIIO Ch pyKOBOACTBO NIST SP800-82 Notenal e

Standards and Technology
U.S. Department of Commerce

Brinymeno B urone 2011 roga

Guide to Industrial Control
Systems (ICS) Security

Supervisory Control and Data Acquisition (SCADA) systems, Distributed
Control Systems (DCS), and other control system configurations such
as Programmable Logic Controllers (PLC)

Recommendations of the National Institute
of Standards and Technology

Keith Stouffer
Joe Falco
Karen Scarfone

© Cisco n(um) ee adpumiposanubie mina, 2014 r. Bee mpasa 3ammieHs!.
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Kak nmocrpoen NIST SP800-827

° FIP S PUB 2 O O O Identifier Family Class

AC Access Control Technical
OHpe,I[eJI}IeT 18 obOmacTelt ¢ MUHMMAJILHBIM Ha60pOM Tpe6OBaHI/II71 no b AT Awareness and Training Operational

AU Audit and Accountability Technical

¢ NI S T S P 8 O O = 5 3 CA Security Assessment and Authorization Management
M Configuration Management Operational

OnpenensieT NOpsAI0K BbIOOpPA HYKHBIX 3aIIIUTHBIX MEP , , ,

CP Contingency Planning Operational

o Bce 1_0 CYI[ ap CTBeHH]E)Ie I/I C (BKHIOII aqd u A Cy TH) HOH}I{HBI IA Identiﬁcati.on and Authentication Techn.ical
IR Incident Response Operational

CTp OUTHCA HaA 6 d3€C OTHUX Tp C 6 OB aHHﬁ MA Maintenance Operational

MP Media Protection Operational
PE Physical and Environmental Protection Operational
PL Planning Management
PS Personnel Security Operational
RA Risk Assessment Management
SA System and Services Acquisition Management
SC System and Communications Protection Technical
SI System and Information Integrity Operational
PM Program Management Management

© Cisco n(um) ee adpumiposanubie mina, 2014 r. Bee mpasa 3ammieHs!.
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WneansHOro crangapra HET
Muenre CIGRE

 IIpu uccaeposarensckom komutere BS CIGRE 0ObL1a co3mana crieniuaibHas padodas rpyiina
1o KuOepOe30I1acHO CTH

Otuert: «The Impact of Implementing Cyber Security Requirements using IEC 61850», CIGRE Working Group the
B5.38, August 2010

« OHaKo, aHAJIKM3 CYIIECTBYIOIIUX U pa3padaTbIBAEMbIX CTaHAAPTOB, BHIIIOJHEHHBIN padbodei
IrpyHIoun ucciieqoBarenbckoro komurera CUI'PD o penerHoM 3amure, noKa3all, YTO HUA OJIUH
U3 PAaCCMOTPEHHBIX CTAHIaPTOB HE YAOBJIETBOPSIET BCEM TPEOOBAHUIM MO KHOEPOE30aCHO CTH
B DJICKTPOIHEPTETUKE

* AHQJIOTMYHAs CUTyalUs U B IPYTUX OTPACIAX

© Cisco n(nm) ee ap pumposanusie mna, 2014 r. Bee mpaBa 3alMINEHEI. 18



Hy>xHO KOMOMHHPOBATH
Maenre CIGRE

» CIGRE cunraer, uto Tojsbko cranaapT IEC 62351 «Data and Communication Security» u ISA
SP99 npennararoT TpedoBaHus 0e3omacHo et 11 nepegadu cooomienuii IEC 61850 B
npeaeaax IUuppoBbIX NOACTAHIIMN

IIpu 3ToM B padoueii rpynme CIGRE ormeuaet, uro texandeckue TpedoBanus ISA SP99 eme Haxonsrcs Ha paHHEH

CTaaruu pa3BUTUA

 OcnoBonousararomiue cragaaptel [SA SP99 u NERC CIP, oxBareBatoT 0071€€ IHUPOKYIO
0011acTh TpeOOBaHUM 110 KubOepoOe3onacHocTu, ueM IEC62351

HO COZIEp’KaT BBICOKOYPOBHEBBIE PEKOMEHAIINH, @ HE KOHKPETHBIC HHCTPYKIIUH O TOM, YTO Y KaK JI0JIKHO OBIThH
CHEIIaHO

© Cisco n(nm) ee ap pumposanusie mna, 2014 r. Bee mpaBa 3alMINEHEI. 19



ISA SP99 ymep, na 3apasctByer IEC 62443

IEC/TS 62443-1-7
ISA-99.01.01

IELYTR B2i43-1-2 IEC t2445-7-3

ISA-99.01.03

Master gloisary of System securty

lerms and sompliance melrics
sbbrevistions

Terminology.

soncepts and models

IEC 63443-2-1 GG 63443-3-3
ISA-99.0201 =g ISA-99.02.02

GCTR 6344313
SA-TR99.02.03™

Establishing an IACS
security program

Operating an IACS
security program

Patch management In
e IACS environment

1ETR 6244331
ISA-TR99.0).01

EC 62443-3-2 IEC (2443-23 KC 6244)-3-4

1ISA-99.03.00 1ISA-99.00.04
System securly
requiremants 2nd
security assurance
levels

Security technologies Security assurance
for IACS levels for zones arnd

conduits

Pubtlished as I13A-TR9¢.00.01-2007

IEC 62443-4-1
ISA-99.04,01

IEC (2443-4- £C 6244344 | i)
ISA-99.04.03 ISA-99.04.04

EC 62443-4-2
I1ISA-99.04.02

Apglications, data
and funcsons

Host davices

L ;=_] Published ﬁ Published (Under Review) _4 In Development & Comment/\Vote ]
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Yro nymaer MuHIHEpPro?

MHHHCTEPCTBO YHEPIETHKH
POCCHHCKOH OEAEPAULHHN

(Mmoouepro Pocenw)

NMPOTOKO.
saceaanns pabouett rpynnsi no NPOTHBOASHCTBHIO TEPPOPHIMY

Ha 00LeKTAX TOMIHBHO-IHEPIeTHUECKOrO KOMILIEKC
o 22V

§ mapra 2015,

[IpecenarensTRONML

Crar -

aneprernkn Poceufiekolt Deaepatmn

Munamepro Pocenn
Mumocr Pocein
®CE Poccuu

MBI Poccust
DCTIK

HAK

Iy 6 F
Denepaunn:

Caepunonckoit o6nacTi
Sipocnancxoii o6nacTH
Heneuxoro asTOROMHOrO OKpyTa
TK «Poctex»

0AO «Pocculickue ceTin

OAOQ «Pycl'uapo»

0AO «Mocanepron
3A0 «Boawexas TTK»
0AOQ «CO EIC»

0AO «Hiirep PAO»

000 «a3NpoM IHEProXOIAMHID

OAO «3.0H Poccusm»
OAO «l'aanpos»

0AO «HK «Pocnedrin

10.11. Cenmiopnn

©M. Tananyen, IO H. Xasunuen
A.A. Topa

AM. Hymrraes

10.B. Ko63es, A.JI. Copounncknit
B.C. Jliotuxon

C.C. Domenxo

W.H. Yuxpiios

AJO. Merensxon

C.C. Kyctop

A.I0. Baganos, A.M. Koures
A.A. 3aiines, H.H. Tpouuy,
AH. Dazees

A.B. Bacuaskos, A.B. Mepeiko,
A.B. Hemynpos

C.A. Kowrenox, B.A. ®pouxun
B.M. Kowun

AM. Ysapos

AH. Kapes, A.A. Yexoscxwil,
CJI Ilerones

B.H. Bonuxoe, H.C. Jlocoscxnit
B.C. Jlaiinexo

C.0. Bo6pos, H.B. Eropkuii,
B.IO. Jlysun, M.A. Onensanues,
0.B. [Owkos

C.H. Boponun
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IV. O cHeTeMax 3auiHThl HHGOPMALHK H ﬁmbopuauuouﬁd
TeneKOMMYHHKAUMOHHBIX ceTelt Ha ofnexTax TOK OT HeMpaBOMEPHBIX I0CTYTA,
YHRUTOACHMA, MOM(HIHPOBARIS, GA0KHPOBAHNA HHOOPMALIHH M HHBIX HEIIPABOMEPHBIX

nefternuit n oGecnedeny GYHKUMOHHPOBAHMA TAKHX CHCTEM

5

12.1.0pH  COCTABACHMH M AKTYAIH3AUMH  OAcTiopros Ge301aCHOCTH
KateropupoBarnbix  obvexros TOK 8 e ¢ DeaepaibHmM
or 21 mong 2011 r, Ne 256-®3 «O 0bbexToB preTHHeCcK
KOMILIEKCE» BHOCHT B HHX CBEJGHMA © CHCTeMAN 3QIHTHI unbopmamK
i 0 cereit 00BEXTOB OT HENPABOMEPHBIX

Y

J0CTYNa, YHHY ¢ p dor W HHBIX
HENPABOMEPHBIX AelicTenit;

122.npu  commammn  Ha ofpexrax TOK cuerem 3aumiThi uudopmaimu
" doy y cerTeit OT HENPABOMEPHBIX AOCTYTIA,
yHu ity p dop H HHBIX Henp PHBIX

it i py TBOBATHCA TP P p
axTon:

12.2.1. B ] yrpos 6 ™ undop »oK
ceremax MudopManHonHol HGPaCcTPYXTYPR (yTREpAICHA ®CTIK Poccun 18 man
2007 r.);

12.2.2. Me i onp axry WX yrpos 6 u oy
» cueremax  mngop undpacTpyKkTypst (yToepraena OCTIK
Poceun 18 man 2007 1.);

12.2.3. O6ummn peG no of G ™ undop
» cHcTemax Hgop H undpacTpyKTypsl (YTBEPARACHE! OCTIK
Poceun 18 mas 2007 r.);

12.24. P no ob ™ dop B

dop ft undpectpyktyps (yreepmens ©CTIK
Poccunt 19 nosbps 2007 r.);

12,2.5. Monowennes o  Peectpe K cHeTeM dop it

HHPACTPYKTYPSI » feficTaue np @®CTIK Poceunt or 4 mapra 2009 r.

N 74, sapeructpuponan 8 Miiiocte Pocein 7 anpeas 2009 r. Ne 13697);
12.2.6. Tp X sammaTel  MHGOpMALMK B
YO P HH
npoueccaMu HA KPHTHYCCKH BaXHBIX OOBEKTaX, NMOTEHUMATLHO ONACHBIX ofsekrax, a
Taxxe ofbexTax, Mnp y Th JUIR XKHIHH H 310POBES
mogeti u uA OXpy pHp fi cpensi (Y B! 1P ®CTIK Poccum
or 14 mapra 2014 r. Ne 31, saperncrpuposas 8 Mimiocte Pocenn 30 mons 2014 r.
Na 32919);
122.7.TOCT PO 0043-001-2010 «3Bammra HHpOPMALIH. OGecneuenne
Y u " »

P (PPacTPyKTypEL.

Pop: P

TepMHHE H OTPCACICHHAY;
12.2.8.TOCT PO 0043-002-2012 «O dop B
b it unppacTpykTypsl. CHCTEMa JOKYMEHTOB.

K dor
O6nme NONOKCHHD.
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[Tpukaz OCTIK Ne31 no zammre ACY TII

* No31 o1 14.03.2014 «OO0 yTBepx)1eHUN TPeOOBAHUM K
00€CIEUCHUIO 3alUThl HHPOPMAIIMA B aBTOMAaTU3UPOBAHHBIX
CHCTEMAaX YHOPABJICHUS] MPOU3BOJACTBEHHBIMHU M TEXHOJIOTHYECKUMU
IpPOIECCaMM Ha KpPUTHUYECKU BaXKHBIX 00bEKTaX, HOTCHLIHAILHO
OITACHBIX 0OBEKTAaX, a TAKKE 0OBEKTAX, MPEACTABIISIIOIINX
MOBBIIICHHYO OIMACHOCTh AJIS )KU3HU U 3[I0POBbS JIFOJICH U IS
OKPYKArOIIEH TPUPOITHOM CPEIBD)

« Bce HOBBIE M MOAEPHU3UPYEMBIEC CUCTEMBI JOJKHBI CO31aBaThCs
110 HOBOMY IpHKa3y, a He 1o gokyMmenraM OCTIOK nima KCUU
2007-r0 1 o CIIeAYIOIIMX TOA0B

B Tex cnyyasx, ecnu KCUU ynpabiisitoT TEXHOIOTHYECKUMHU MPOLECCAMU

Ocransubie Tubl KCUUM nponomxkarot nogunHsIThea TpedoBanusm OCTOK k
KJIFOYEBBIM CUCTEMaMHU MH(POPMAITMOHHON HH(PPACTPYKTYPHI

© Cisco n(um) ee adpumiposanubie mina, 2014 r. Bee mpasa 3ammieHs!.
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SAPETHUCT?HPOR

Perncrpyg %Zf/y
W/ Vi d

DEAEPAJILHAS CIYAKBA
N0 TEXHHYECKOMY H SKCIIOPTHOMY KOHTPO.IIO
(®CTIK Poceum)
NMPHKA3
«fff» mapra 2014 r. Mocxsa N 57

06 yrsepxaennn TpeGonanwii
dop .

P obw obne a TaKae
ofnexTax, np AAK KWIHM W
Aoaeit m Aam oxpyxaromed npupoanoi cpean:

B cll 0 Descpammioit CrykGe N0 TEXHHUECKOMY M
Vixmom [pesnaenta chuﬁcmﬁ
0e,1cp|uu mlémycnzoo-l » Ne 1085 (Cobp

i, 2004, Ne 34, cr. 3541; 2006, Ne 49, cr. 5192; (DSN!4JC1'491 Ne 47,
cr. 5431; 2012, M7, cr.818; 2013, Ne26, cr. 3314; NeS2, cr. 7137),
NMPHKA3BIBAIO:

Yntpnun P Tpeb X 0 JaumTs uudop

NPOHIBONCTBCHHBIMH M

Ha BAKHBX OOBEKTAX, MOTCHUNATLHO
NaCHb!: oﬁumx rnn« onrnx P yio
IR KHIMK H 310POBLA NOCH M AR OKpyRaloweH NpHpOaHOH cpean.

JMPEKTOP ®EJAEPAJIBHOM CIYAKEBI
MO TEXHHYECKOMY H 9KCMOPTHOMY KOHTPO.JIIO

ji ; B.CEJIHH
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CMeHa maparMbl

 [IpuHrUMaeMble OpraHu3alMOHHbIC U TEXHUYECKUE MEPHI 3aIlUThl HH)OPMAIIUU JTOJDKHEI
o0ecIeunBarh J10 CTyIHO CTh o0padarsiBaeMoii B ACY TII (MCKiIroueHHE HENpPaBOMEPHOTO
OJIOKMPOBaHUA UH(POPMAIIMK), €€ €TI0 CTHOCTh (MCKIIOUYEHUE HEIMPABOMEPHOTO YHUYTOXKCHUS,
MOJIU(PULMPOBAHUS MHPOpMALIUM), a TAKXKE, IIPHU HEOOXOIUMO CTH, KOH(DUIECHIUAIBHO CTh
(MCKITFOUEHHE HEMPaBOMEPHOIO JI0CTYa, KOMUPOBAHUS, PEA0 CTABICHUS WU
pacnpocTpaHeHust ”HOOPMAIIUM )

« OpraHuzallioOHHbIC M TEXHUYECKUE MEPHI 3alIUThl HH(GOPMAIIMH JOJKHBI OBITh COITIACOBAHBI C
MEpaMH IO MPOMBIIIJICHHOM, (PU3NYECKOM, OKAPHOM, YKOJIOTHYECKOM, paJHallMOHHON
0€301aCHO CTH, MHBIMU MepaMu 1o obecnedeHuto oezonacHoctu ACY TII u ynpapiasieMmoro
(KOHTPOJIMPYEMOTO ) OOBEKTA U (HWIT) MPOIECCa U HE TOJHKHBI OKa3bIBaTh OTPUIATEIBHOTO
(MEIIAOIIEro ) BIMSHUS HA IITAaTHBIN pexxuM (GyHKIHMoHUpoBaHus ACY TII

© Cisco n(nm) ee ap pumposanusie mna, 2014 r. Bee mpaBa 3alMINEHEI. 24



Meps1 o 3ammpre napopMannn ACY TI1

3awumTHaa mepa ACYTN

NoeHTndmkaumsa n ay TeHTUMKaLMSA CyObEKTOB AOCTYMA M 06BEKTOB AOCTyna +

YnpasneHue OOCTyrnom Cy6'beKTOB OOCTYynak obGbekTam AocTyna

45

OrpaHnyeHne nporpaMmMHov cpeapl

3alumTa MaLlnHHbBIX HocuTenen MHAopMaLIMK, Ha KOTOPbIX XpaHaTca 1 (unn) obpabatbiBaeTcs KA

PervncTtpauus cobbiTuin 6e3onacHoCcTm

AHTMBUPYCHas 3alumTa

O6HapyxeHue (NpeaoTBpaLLEHE ) BTOPXKEHUIA

KOHTpOJ'Ib (aHanms) 3alLUNLLEHHOCTU nNepCcoHaribHbIX AaHHbIX

Ob6ecneyeHne LenoCTHOCTN MHPOPMALMOHHOM cuctemMbl 1 KU

ObecneyeHne OOCTYNHOCTU NepCOoHalrbHbIX AaHHbIX

3alumTa cpeabl BUpTyanMsaumm

3almrTa TEXHUYECKMX cpencrte

3awuTta nHopMaLMOHHON CUCTEMbI, e CPeACTB, CUCTEM CBA3M 1 Nepeaadn AaHHbIX

+ |+ |+ |+ |+ |+ + + + + |+
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Meps1 o 3ammpre napopMannn ACY TI1

YnpaBneHne nHUnaeHTaMu

YnpasrnieHvne koHUry paumen MHopMaLMOHHOM CUCTEMBI U CUCTEMBI 3aLLnThbl KA

BesonacHas paspa60TKa NPUKnagHoro n cneunanbHOronporpamMmMmHoro obecneyeHus pa3pa60Tt-| MKOM

YHpaBneHme OBOHOBMEHNSMU nporpaMmmMHoro obecneyeHus

rlJ'IaHVIpOBaHVIe Meponpmm/lﬁ no obecneveHnto 3allUnTbI I/IH(*)OpMaLl,I/II/I

Ob6ecneyeHne AencTBUA B HELLTATHbIX (HENPeaBMAEHHbIX) CUTyaLmUsX

MHdopmmpoBaHue 1 obyyene nonb3oBarenem

AHanua yrpo3 6e3onacHoCT! MHOPMAaLIMKN U PUCKOB OT UX pearnusaumm

+ |+ |+ |+ [+ |+ |+ |+

e [Imaper ®CTHOK

YHudukamnus nepeyHs 3aluTHBIX MEp JJISI BCEX TPEX MPUKA30B

Brixon Ha 2-XJIeTHUH [IUKJI OOHOBJICHUSI TPUKA30B
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NIST Cybersecurity
Framework




e Cybersecurity Framework

* YHuduKauus mojaxo0B 110 0€301aCHOCTU « DCS

MH(OPMAIMOHHBIX CHCTEM B Pa3HBIX OTPACIAX PLC

Ha MPOTKEHUH BCETO KUZHEHHOTO IIUKJIA
* YHU(bUIIMPOBAHHBIE TPEOOBaHUS » RIU

« IED

* PyKOBOACTBO IO UCIOJIB30BAHUIO

MEXAYyHapOAHBIX CTAaHAAPTOB « SCADA
« @eppais 2014 « Safety Instrumented Systems

(SIS)

e ACCOLIMUPOBAHHBIC
MH(POPMALIMOHHBIE CUCTEMBI

» CBsI3aHHBIC JIOAH, CETH U
MaIIUHBI
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OCHOBHas mapagurMa

‘A | Availability
n Integrity
Confidentiality




(OcHoBHAs ceTeBast MOIETh

ICE Reference Architecture

Business/Enterprise Zone

Enterprise Systems

Level 4 (Business Planning & Logistics)

DMZ
Site Manufacturing Operations
and Control

Level 3
Level 2 Area and Supervisory Control
Safety
Level1 Instrumented
Systems
Level 0 Process /0 Devices
Control Zone

Based onISA-99/IEC-62443
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Tpu kmroueBbIX yemenTa CSF

« dAnpo

Omnpenenser HaOOP 3aAIUTHBIX MEP

* YPOBHHU pean3aluu

CORE TIERS

CYBERSECURITY |
FRAMEWORK

PROFILE

OnpenensieT ypoBeHb 3pesiocTh B peanu3anuu CSF

 [Ipodumm

Onpeaenstor TeKyUUi U KeaaeMbli MPOoQUIIH 3aluIIaeMOoi
CUCTEMBI
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Anpo CSF

Functions Categories Subcategories Informative References

IDENTIFY

PROTECT

DETECT

RESPOND

P
RECOVER
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I ToxkpbBaeMble CSF Har
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DABJICHYS

ID.AM Asset Management
ID.BE Business Environment
Identify ID.GV Governance
ID.RA Risk Assessment
ID.RM Risk Management Strategy
PR.AC Access Control
PRAT Awareness and Training
— Protect PR.DS Data Security
PR.IP Information Protection Processes and Procedures
PR.MA Maintenance
PR.PT Protective Technology
DE.AE Anomalies and Events
DE Detect DE.CM Security Continuous Monitoring
DE.DP Detection Processes
RS.RP Response Planning
RS.CO Communications
Respond RS.AAN | Analysis
RS.MI Mitigation
RS.IM Improvements
RC.RP Recovery Planning
Recover RC.IM Improvements
RC.CO Communications
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CCBUIKM Ha OPYIY€ CTaHIAPTHI
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Category

Subcategory

Informative References

NIST SP 800-53 Rev. 4 CP-2, PS-7, PM-11

Business Environment (ID.BE):
The organization’s mission,
objectives, stakeholders, and
activities are understood and

prioritized; this information is
used to inform cybersecurity
roles, responsibilities, and risk
management decisions.

ID.BE-1: The organization’s role in the
supply chain is identified and
communicated

COBIT 5 APO08.04, APO08.05, APO10.03,
APO10.04, APO10.05

ISO/IEC 27001:2013 A.15.1.3, A.15.2.1,
Al522

NIST SP 800-53 Rev. 4 CP-2, SA-12

ID.BE-2: The organization’s place in
critical infrastructure and its industry sector
is identified and communicated

COBIT 5 AP002.06, APO03.01
NIST SP 800-53 Rev. 4 PM-8

ID.BE-3: Priorities for organizational
mission, objectives, and activities are
established and communicated

COBIT 5 AP002.01, APO02.06, APO03.01
ISA 62443-2-1:2009 4.2.2.1,42.3.6
NIST SP 800-53 Rev. 4 PM-11, SA-14

ID.BE-4: Dependencies and critical
functions for delivery of critical services
are established

ISO/IEC 27001:2013 A.11.2.2, A.11.2.3,
All213

NIST SP 800-53 Rev. 4 CP-8, PE-9, PE-11,
PM-8, SA-14

ID.BE-5: Resilience requirements to
support delivery of critical services are
established

COBIT 5 DSS04.02

ISO/IEC 27001:2013 A.11.1.4, A.17.1.1,
Al7.1.2,A.17.2.1

NIST SP 800-53 Rev. 4 CP-2, CP-11, SA-14

Governance (ID.GV): The
policies, procedures, and
processes to manage and monitor
the organization’s regulatory,
legal, risk, environmental, and
operational requirements are
understood and inform the
management of cybersecurity
risk.

ID.GV-1: Organizational information
security policy is established

COBIT 5 APO01.03, EDMO01.01, EDM01.02
ISA 62443-2-1:2009 4.3.2.6
ISO/IEC 27001:2013 A5.1.1

NIST SP 800-53 Rev. 4 -1 controls from all
families

ID.GV-2: Information security roles &
responsibilities are coordinated and aligned
with internal roles and external partners

COBIT 5 APO13.12

ISA 62443-2-1:2009 4.3.2.3.3
ISO/IEC 27001:2013 A6.1.1, A.7.2.1
NIST SP 800-53 Rev. 4 PM-1, PS-7

ID.GV-3: Legal and regulatory
requirements regarding cybersecurity,

COBIT 5 MEA03.01, MEA03.04
ISA 62443-2-1:2009 4.4.3.7
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Hcnons3yeMeble CTaHaapThl

* Cranmaptel NIST 800-82 n 800-53
« [SA/TIEC-62443

. 1SO 27001/02 Criteal Tobmmcre oo ity

* Cranmaptel ENISA

National Institute of Standards and Technology

e Cranmapt Karapa S
« Crangapt API

e Pexomennamuu [CS-CERT

« COBIT

* Council on CyberSecurity (CCS)
Top 20 Critical Security Controls (CSC)
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Onmumsg CSF u 31-ro mpukaza GCTOK

Function Category
Unique Function Unique Category
Identifier Identifier

ID.AM Asset Management

ID.BE Business Environment

dentify 50V | Govermancs [aHHbI pa3gen B 31-M npukase

ID.RA Risk Assessment OTcyTCTByeT M Oﬂ H OCTbI’O
ID.RM Risk Management Strategy

PR.AC Access Control

PRAT Awareness and Training
PR.DS Data Security

Protect
PR.IP Information Protection Processes and Procedures
PRMA Maintenance _
PR.PT Protective Technology
DE.AE Anomalies and Events
Detect DE.CM Security Continuous Monitoring
DE.DP Detection Processes
RS.RP Response Planning
RS.CO Communications _
Respond RS.AN Analysis
RS.MI Mitigation
RS.IM Improvements _
RC.RP Recovery Planning
Recover RC.IM Improvements _
RC.CO | Communications _
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I Iporienypa BHEL,

peanst CSFE

Step 1: Prioritize
and Scope

Step 7: Implement
Action Plan

Step 6: Determine,
Analyze, and
Prioritize Gaps

Step 5: Create a

Target Profile

Step 2: Orient

Step 3: Create a
Current Profile

Step 4: Conduct a
Risk Assessment
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ENERGY SECTOR CYBERSECURITY
FRAMEWORK IMPLEMENTATION
GUIDANCE

JANUARY 2015
5 l/) ,

U.S. DEPARTMENT OF ENERGY
OFFICE OF ELECTRICITY DELIVERY AND ENERGY RELIABILITY
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[ IpriMep TEKYIIETO U »KeIaeMOI0 PO

Subcategory

Profiles
Current

Function Category
Access access is
PROTECT (PR) Control  mManaged
(PR.AC)
Function Category  Subcategory
PROTECT Access  PR.AC-3:
(PR) Control = Remote
(PR.AAC)  accessis
managed

PR.AC-3: Remote .

Current

NIST SP 800-53 Rev 4 AC-17
NIST SP 800-53 Rev 4 AC-17 (1)
NIST SP 800-53 Rev 4 AC-17 (2)
NIST SP 800-53 Rev 4 AC-19
NIST SP 800-53 Rev 4 AC-20
NIST SP 800-53 Rev 4 AC-20 (1)

NIST SP 800-53 Rev 4 AC-17
e NIST SP 800-53 Rev 4 AC-17 (1)
e NIST SP 800-53 Rev 4 AC-17 (2)
e NIST SP 800-53 Rev 4 AC-19
e NIST SP 800-53 Rev 4 AC-20
e NIST SP 800-53 Rev 4 AC-20 (1)

Profiles

Target
NIST SP 800-53 Rev 4 AC-17
NIST SP 800-53 Rev 4 AC-17 (1)
NIST SP 800-53 Rev 4 AC-17 (2)
NIST SP 800-53 Rev4 AC-17 (3)
NIST SP 800-53 Rev 4 AC-17 (4)
NIST SP 800-53 Rev 4 AC-19
NIST SP 800-53 Rev 4 AC-19 (5)
NIST SP 800-53 Rev 4 AC-20
NIST SP 800-53 Rev 4 AC-20 (1)
NIST SP 800-53 Rev 4 AC-20 (2)
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AHanu3 pa3pbiBa

| | Profiles
Function ‘ Category | Subcategory | P — Target CaE
PROTECT Access PR.AC-3: Dial-in access for Dial-in access for vendor o Supervisor
(PR) Control Remote vendor maintenance is maintenance is enabled as signature
(PRAC) | accessis enabled as required required and disabled when required before
managed and disabled when maintenance window completes VPN account

maintenance window Remote access only authorized issued
completes via encrypted VPN service o Bj-annual review
Remote access only Remote access activity logged of authorized
authorized via and monitored VPN account list

encrypted VPN service
Remote access activity
logged and monitored
Access to VPN service
restricted to
organization approved
devices

All unauthorized
connection attempts
to VPN are logged
Immediate disabling of
VPN account upon
employee termination

Access to VPN service restricted
to organization approved devices
All unauthorized connection
attempts to VPN are logged
Immediate disabling of VPN
account upon employee
termination

Supervisor signature required
before VPN account issued
Bi-annual review of authorized
VPN account list
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AHanu3 pa3pbiBa

Function Category

PROTECT Access
(PR) Control

(PR.AC)
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Profiles
S | Current Target Gaps
PR.AC-3: NISTSP 800-53Rev4 | e NIST SP 800-53 Rev 4 AC-17 o NIST SP 800-53
Remote AC-17 e NIST SP 800-53 Rev 4 AC-17 (1) Rev4 AC-17 (3)
access s NISTSP 800-53Revd4 | e NIST SP 800-53 Rev 4 AC-17 (2) o NIST SP 800-53
managed AC-17 (1) e NIST SP 800-53 Rev 4 AC-17 (3) Rev4 AC-17(4)
NIST SP 800-53 Rev 4 e NIST SP 800-53 Rev 4 AC-17 (4) o NIST SP 800-53
AC-17 (2) e NIST SP 800-53 Rev 4 AC-19 Rev4 AC-19(5)
NIST SP 800-53 Rev 4 e NIST SP 800-53 Rev 4 AC-19 (5) o NIST SP 800-53
AC-19 e NIST SP 800-53 Rev 4 AC-20 Rev4 AC-20(2)

NIST SP 800-53 Rev 4
AC-20

NIST SP 800-53 Rev 4
AC-20 (1)

NIST SP 800-53 Rev 4 AC-20 (1)
NIST SP 800-53 Rev 4 AC-20 (2)
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Onenka coorBercTBra CSF (onpeneneHre 3peaoCTh)
|dentify
4
3

Recover . Protect

VaY|

Respond Detect




[ Ipumep onieHku coorBeTcTBUA CSE

Asset Management

Communications

Response Planning

Detectign Processes .
ecurity Continuou

Monitoring anomalies and Eve

© CiSCO M(MIM) €€ Al v wvver o v aremssasirs o asaageey —va + 2t e ax pasires < amisgis e s

Business Environment
Governance

Risk Assessment

Risk Management
Strategy

Access Control

Awareness and Training

Data Security

Information Protection
Processes and Procedures

Maintenance

Protective Technology
nts

W Target
FY16 Goal

® Current
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COpPEBHOBAHKE MEXIY NJOYEPHUMHU IPEANPUATHIMHU

M Identify

0 M Protect
Detect
4 - - m Respond
2 1 W Recover
3
4

& & &
F L & &K K K K &K & 2
T T T T T T F O T @ & &
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I ie¢ BBI MOXKETE y3HATH OOJIBIIC?

@ [TvnTe Ha security-request@cisco.com

@ BbITb B Kypce BCex NocreaHnx HOBOCTEN BaM MOMOTYT:

http://www.facebook.com/CiscoRu

¢«

http:/twitter.com/CiscoRussia
o | hitp://www.youtube.com/CiscoRussiaMedia

L
(]

a
=
]

http://www.flickr.com/photos/CiscoRussia
http://vkontakte.ru/Cisco

http://blogs.cisco.ru/
http://habrahabr.ru/company/cisco
http://linkedin.com/groups/Cisco-Russia-3798428
http://slideshare.net/CiscoRu

https://plus.google.com/106603907471961036146/posts
http://www.cisco.ru/

rE YEB80
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